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Quantum Technologies in South Asia: Challenges and Policy
Options for Pakistan

Saad Riaz
Executive Summary

Rapid technological advancements driven by increasing computational power and data-centric
approaches are fundamentally reshaping the conduct of modern warfare. States are prioritizing
strategic yet cost-effective platforms that are beginning to challenge traditional concepts of
deterrence and strategic stability. Quantum technologies, in particular, promise to enhance
Positioning, Navigation, and Targeting (PNT) with unprecedented precision. This could render
strategic and stealth assets increasingly vulnerable to low-cost, agile platforms equipped with near-
zero Circular Error Probable (CEP) munitions. Although still in the testing phase, quantum
technologies are progressing rapidly, with major powers such as China and the US at the forefront.
India’s advancements are especially concerning for Pakistan, as they risk further eroding South
Asian strategic stability and fueling a technological race in the region. The following analysis
examines quantum technologies as a potential third phase of the Revolution in Military Affairs
(RMA), assessing India’s progress, Pakistan’s response, and the policy measures necessary to
mitigate emerging threats.

Introduction

The battlefield in the coming years will experience another transformative change with the arrival
of emerging technologies, such as Quantum Computing (QC), Sensors, and Communication
systems, which will alter the course of warfare through remarkable battlefield surveillance. This
will mark the beginning of another phase of the RMA, and ultimately the beginning of the second
quantum revolution.! The first phase of RMA was observed during the Gulf Wars, following the
invention of devices with high computational power, the Global Positioning System (GPS), and
the development of advanced microprocessor chips, which enabled PNT with high precision and
accuracy.” The demonstration of cutting-edge systems during the Gulf Wars significantly changed
the course of warfare in subsequent years. However, another phase evolved with the advent of
Artificial Intelligence (Al), autonomous systems, including Unmanned Aerial Vehicles (UAVs),
which have enabled network-centric warfare and decentralized command.? Their extensive use

! Michal Krelina, "An Introduction to Military Quantum Technology for Policymakers," SIPRI, March 2025, 2-3,
accessed September 10, 2025, https://doi.org/10.55163/DRDQ1599.

2 Gary Chapman, "An Introduction to the Revolution in Military Affairs," Amaldi Conference on Problems in Global
Security 15 (September 2003): 3.

3 Akshay Joshi, "A holistic view of the revolution in military affairs (RMA)," Strategic Analysis 22, no. 11 (February
1999): accessed August 10, 2025, doi:10.1080/09700169908458917.
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was seen during the Azerbaijan-Armenia and Russia-Ukraine conflicts, where states deployed
drones to target large and expensive platforms, including strategic ones.*

The third phase is anticipated to arrive with advancements in quantum computing, sensing, and
communications, enabling the locating and tracking of strategic and state-of-the-art platforms with
even greater precision and accuracy.’ Nevertheless, rather than overcoming the “fog of war,” it
will likely add further complexity to warfare by challenging traditional concepts rooted in classical
mechanics, such as deterrence and strategic stability.® The key question remains: how will it impact
warfare, especially nuclear strategies and strategic stability? The case in point is the Nuclear-
Powered Submarines, which some believe might become vulnerable after the development of
quantum gravimeters and magnetometers.’

It is worth noting that much of the debate on quantum technologies is fueled by hype, exaggeration,
and theoretical assumptions. Their true impact on warfare will become clearer once these
technologies are deployed in military settings. Additionally, the modern battlefield relies heavily
on Intelligence, Surveillance, and Reconnaissance (ISR), achieved through establishing
information superiority. Quantum technologies offer encryption, highly secure communications,
along with subterranean and underwater detection, which will ultimately enable states to identify,
track, and locate targets with greater accuracy and precision.® Public cryptographic systems such
as Rivest-Shamir-Adleman (RSA) and Elliptic-Curve-Cryptography (ECC) are becoming
increasingly vulnerable as advances in QC enable decryption through Shor’s Algorithm.” This
development has the potential to expose contemporary military communications and critical
infrastructure to significant security risks.

Quantum technologies are not yet fully operational; however, significant progress in recent years
has brought them closer to practical deployment. The US, China, NATO countries, and India are
all advancing in this domain. For Pakistan, India’s progress is particularly concerning due to their
long-standing rivalry and the potential implications if it advances in quantum technologies. This
policy brief examines India’s advancements in quantum technology, its possible influence on

4 Ahmad Ali, "Drones Take Centre Stage: The New Face of Modern Warfare," Wavell Room, July 23, 2025, accessed
August 2, 2025, https://wavellroom.com/2025/07/23/drones-take-centre-stage-the-new-face-of-modern-warfare/.

5 Lindsay Rand, "Reducing Strategic Risks of Advanced Computing Technologies," Arms Control Association,
January/February 2023, accessed August 9, 2025, https://www.armscontrol.org/act/2023-01/features/reducing-
strategic-risks-advanced-computing-technologies.

¢ Zamzam Channa, "Technologies on Nuclear Deterrence," Modern Diplomacy, July 3, 2025, accessed August 02,
2025, https://moderndiplomacy.eu/2025/07/03/impact-of-quantum-technologies-on-nuclear-deterrence/.

7 Lauren Estrada, "The Future of Submarine Tracking Through Quantum Research and the AUKUS Partnership,"
Defence and  Security Monitor, November 19, 2025, accessed  August 11, 2025,
https://dsm.forecastinternational.com/2025/11/19/the-future-of-submarine-tracking-through-quantum-research-and-
the-aukus-partnership/.

8 Michal Krelina, "Military and Security Dimensions of Quantum Technologies," STOCKHOLM INTERNATIONAL
PEACE RESEARCH INSTITUTE, July 2025, 1, accessed August 3, 2025, doi:10.55163/zvtl1529.

° Ibid.
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nuclear strategies and South Asian strategic stability, Pakistan’s response to these developments,
and the challenges it faces. Finally, it outlines policy options for Pakistan.

Quantum Technology: The Upcoming Revolution in Military Affairs

While discussing quantum technologies, the current development is the result of the second
quantum revolution. The first quantum revolution occurred in the 20™ century, after the discovery
of blackbody radiation, which proved the wave-particle duality of light.!” The second quantum
revolution is still in an evolving phase.!! The key feature of the contemporary quantum era is the
entanglement (it is about where particles stay connected and entangled even when far apart), the
non-cloning theorem (which says that quantum states cannot be copied or it is impossible to create
exact copy of an unknown quantum state), and the superposition (it involves the particles which
can exists in multiple states at once, can be in upward or in downward direction) phenomena,
which will allow the cryptanalysis and material science.'? Cryptanalysis is crucial for breaking
encrypted schemes, and materials science enables the optimization of resilient and stealth coatings.
Similarly, the quantum technology itself is not a weapon nor is it brute force; however, it supports
ISR capabilities, which are essential for battlespace dominance and information superiority. Even
the North Atlantic Treaty Organization (NATO) has warned of the revolutionary and drastic impact

of quantum technologies on its military operations.'?

To analyze whether the advancement in quantum technology will be considered as the third phase
of RMA, let’s discuss its elements. The first one is the advancement in computational power, the
decrease in the size of physical computers, and their utility in the military.’”! Quantum computers
have a tendency to scale exponentially via Qubits. A 50-qubit computer has already surpassed the
capacity of the world's most powerful supercomputer, and 300 computers would surpass the
combined power of all classical systems.!> Furthermore, Google's “105-Qubit” completed a
benchmark in five minutes, which is a task that was supposed to be completed in septillion years
using traditional computers.'®

10 «Blackbody Radiation and Planck's Hypothesis,” Introduction to Quantum Physics Chapter 40, accessed December
7, 2024, https://physlab.org/wp-content/uploads/2016/03/Servey_ref3.pdf.

! Kimberly Intonti et al., "The Second Quantum Revolution: Unexplored Facts and Latest News," Encyclopedia 4,
no. 2 (March 2024): 632, accessed July 28, 2025, doi:10.3390/encyclopedia4020040.

12 Krelina, "Military and Security Dimensions of Quantum Technologies," 15.

Krelina, "An Introduction to Military Quantum Technology for Policymakers," 2.

13 Dale F. Reding et al., "Science & Technology Trends 2023-2043 Across the Physical, Biological, and Information
Domains," NATO Science & Technology Organization 2 (March 2023): 152, accessed August 2, 2025,
https://www.nato.int/nato_static_f12014/assets/pdf/2023/3/pdf/stt23-vol2.pdf.

14 Chapman, "An Introduction to the Revolution in Military Affairs," 3.

15 Hans-Albert Bachor and Michelle Simmons, "Quantum Computing," Australian Academy of Science, November
23,2017, accessed August 2, 2025, https://www.science.org.au/curious/technology-future/quantum-computing?utm _.
16 Andrew Backhouse, "‘Google broke time itself”: Huge breakthrough with new quantum chip," News Australia,
December 15, 2024, accessed August 02, 2025, https://www.news.com.au/technology/innovation/quantum-chip-
does-task-in-five-minutes-a-normal-computer-would-take-10-septillion-years/news-
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The second element is the “Data Fusion or joint service commands.” QC processes datasets and
optimizes planning much faster than traditional computers. This would enable quick responses
with multi-domain options and tracing enemy movements in near real time with even greater
precision.!” The third is the “deployment of agile and lower cost platforms with non-CEP precision
munitions,” which would drastically enhance the ability to locate, detect, and target elements
without relying on GPS or classical CEP metrics.!® Furthermore, quantum positioning systems
would enable precise navigation in GPS-denied environments, while quantum sensing
technologies could potentially detect stealth platforms.

Similarly, traditional concepts such as nuclear deterrence and strategic stability are facing growing
concerns, as advancements in quantum sensors and navigation systems have the potential to affect
their underlying concepts.!® Nuclear deterrence lies at the core, the way in which nuclear-armed
states maintain strategic stability. For this purpose, a nuclear arsenal consists of three legs:
intercontinental ballistic missiles (ICBMs), nuclear-armed bombers (including stealth bombers),
and nuclear-armed submarines. Together, these elements constitute the nuclear triad and
collectively ensure the credibility of deterrence through assured second-strike capability. However,
emerging quantum technologies, particularly quantum gravimeters, magnetometers, and radar
systems, have raised concerns regarding the long-term survivability of these strategic assets.
Although such capabilities remain largely theoretical and have not yet been fully integrated into
operational military systems, their potential implications are significant.

Notably, advances in quantum cartography, enabled by quantum gravity-gradient sensors, are
increasingly becoming a reality following successful experimental demonstrations. These
technologies are capable of detecting minute gravitational and magnetic anomalies underground
and underwater, which could, in the future, challenge traditional ways of concealment and
survivability.? In this way, quantum technologies challenge traditional strategic concepts and may
further complicate the “fog of war”. While these technologies promise greater transparency, they
could simultaneously reduce the survivability of strategic assets, undermine the element of
surprise, and exacerbate crisis instability.?! Therefore, analyzing under the framework of the RMA,
these developments indicate that quantum technologies are likely to bring transformative changes
in warfare, qualifying them as truly revolutionary.

China has been rapidly advancing in quantum technologies. A notable example is the 2016 test of
the Micius satellite, which performed entanglement of photon beams necessary for secure and
encrypted communications.”? China has clearly demonstrated its intent to use quantum

17 John Preskill, "Quantum Computing in the NISQ era and beyond," Quantum 2 (August 2018): 6 , accessed July 26,
2025, doi:10.22331/q-2018-08-06-79.

18 Chapman, "An Introduction to the Revolution in Military Affairs," 5.

1 Krelina, "Military and Security Dimensions of Quantum Technologies," 33.

20 Ben Stray et al., "Quantum Sensing for Gravity Cartography," Nature 602 (February 2022): 590.

2l Krelina, "Military and Security Dimensions of Quantum Technologies," 33.

22 Saad Riaz and Sibra Waseem, "Navigating the Astropolitical and Geopolitical Nexus: Strategic Technologies and
Space Militarization Amidst Great Power Competition," Astropolitics 23, no. 1 (April 2025): 7.



technologies for strategic purposes, aiming to secure a decisive advantage. This intent is evident
in its advancements in developing cutting-edge quantum computers and communication systems.
However, the development is not unilateral; the US is also in the race, accelerating the pace in
R&D of quantum technologies to balance the equation. >* The US is supporting the quantum
initiative and related R&D through its Department of Defence (DoD) and Defence Advanced
Research Projects Agency (DARPA), in collaboration with Microsoft, IBM, and PsiQuantum.?*
These companies are supposed to provide technological validation and clarification of concepts
related to quantum technologies. Similarly, DARPA launched the Quantum Benchmarking
Initiative (QBI) to explore whether quantum computing can reach utility-scale operation.?> The
QBI is the expansion of Unexplored Systems for Utility-Scale Quantum Computing (US2QC),
which would provide clarification regarding the development of error-free utility-scale computers
that would be more advanced than classical supercomputers.®

India’s Advancement in Quantum Technology and Strategic Stability

While aware of the strategic advantage it holds and the risk of being left behind in the development
of advanced computers and communication technologies, India is following a pattern similar to
that of the US and China. The Indian Ministry of Defence (MoD) has highlighted the significance
and potential of quantum technologies for military utilization and their disruptive impact on
modern-day warfare.?” In May 2025, the Solid-State Physics Laboratory (SSPL) inaugurated the
Quantum Technology Research Center (QTRC) under the supervision of India’s Defence Research
and Development Organization (DRDO). The center is intended to conduct experiments essential
for advancing quantum technologies with potential military applications, including encryption,
sensing, and secure communications.”® Furthermore, the DRDO and India Information and
Technology (IIT) performed an experimental quantum communication using entanglement
methods over a distance of more than 1km.*

India, on the other hand, is rapidly advancing and developing atomic clocks and magnetometers,
which are critical for secure communications and navigation in GPS and Global Navigation

23 Rand, "Reducing Strategic Risks of Advanced Computing Technologies."

24 US Government, "DARPA Selects Two Discrete Utility-scale Quantum Computing Approaches for Evaluation,"
DARPA, February 6, 2025, accessed August 9, 2025, https://www.darpa.mil/news/2025/quantum-computing-
approaches.

% Ibid.

26 US Government, "US2QC: Underexplored Systems for Utility-Scale Quantum Computing," DARPA, accessed
September 10, 2026, https://www.darpa.mil/research/programs/underexplored-systems-for-utility-scale-quantum-
computing.

7 Dr. Philip Nikolayev and Susmit Panda, India’s Quantum Technology Ecosystem: 20222023, (Aspen Quantum
Consulting, 2023).

28 "QUANTUM TECHNOLOGY RESEARCH CENTRE INAUGURATED AT METCALFE HOUSE, DELHL,"
DRDO Newsletter, July 2025, 4, accessed July 18, 2025, https://www.drdo.gov.in/drdo/sites/default/files/newsletter-
document/NL_July2025.pdf.

2 "QUANTUM TECHNOLOGY RESEARCH CENTRE INAUGURATED AT METCALFE HOUSE, DELHI," 5.
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Satellite Systems (GNSS) denied areas, and to enable defence synchronization.>? Similarly, these
atomic clocks utilize quantum metrology techniques such as cold atom fountains and optical lattice
clocks to achieve accuracy at nanosecond levels. Apart from that, these atomic clocks could be
significant in detecting stealth objects and submarines.>!

The May 2025 conflict between India and Pakistan is considered one of the most dangerous
confrontations in decades. However, it exposed India’s warfighting capabilities, showing a lack of
inter-service coordination, comprehensive tactical battlefield management systems, and
technological dependencies.’?> These shortcomings deprived India of battlespace dominance,
which is a critical element in modern warfare. The lack of actionable intelligence contributed to
the loss of Indian jets during Beyond Visual Range (BVR) engagements. Quantum communication
aims to address this gap by enabling real-time intelligence sharing, spoofing resistance, enhanced
survivability, stealth operations, and precision strikes. Through Quantum Key Distribution (QKD),
India plans to establish an inter-service command-and-control system that is eavesdrop-proof and
resilient against electronic intrusion and spoofing.** This would allow their Command and Control
(C2) systems to disseminate messaging and battlefield guidance under a heavy cyber and electronic
warfare (EW) environment. Such development would provide India with battlespace dominance,
solely aiming to undermine Pakistan's airspace and battlespace dominance.

Similarly, the Indian Navy has also placed an order for Quantum Random Number Generator
(QRNG) systems, which are significant for quantum cryptography.>* DRDO has developed the
prototype of an atomic magnetometer with femto-tesla sensitivity, which can be used as a quantum
compass for detecting stealth objects under the seas and oceans.*>> These developments show the
Indian ambition in the naval domain to remain stealth, maintain secure communication, and target
with precision and accuracy. However, since the May conflict, India has increased its efforts in the
field of quantum technologies, with an ambition to gain the battlespace dominance. That is why
DRDO, IIT, and QNU are collaborating with the military to fulfill the critical gaps and
shortcomings in the military domain.

Pakistan's Quantum Readiness and Challenges

While India is making significant advances in quantum technologies, these developments could
pose a serious challenge to Pakistan's national security. Pakistan has already been ranked as highly

30 Marin Ivezic, "India’s Quantum Computing and Quantum Technology Initiatives," Post Quantum, December 29,
2023, accessed August 8, 2025, https://postquantum.com/quantum-computing/quantum-india/.

31 Tbid.

32 Maj Gen Sudhakar Jee, "Network-Centric Warfare: Pakistan’s Edge and India’s Wake-up Call," India Sentinels, July
21, 2025, accessed August 5, 2025, https://www.indiasentinels.com/opinion/network-centric-warfare-pakistans-edge-
and-indias-wake-up-call-6933.

33 "QNu Labs Bags Contract from Indian Navy for Quantum Encryption Systems," The Economic Times, June 6, 2023,
accessed August 01, 2025, https://economictimes.indiatimes.com/news/defence/qnu-labs-bags-contract-from-indian-
navy-for-quantum-encryption-systems/articleshow/100796060.cms?utm.

34 "QNu Labs Bags Contract from Indian Navy for Quantum Encryption Systems."

3 Ivezic, "India’s Quantum Computing and Quantum Technology Initiatives."
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vulnerable in terms of cybersecurity, even mentioned by the Kaspersky Lab.’® This shows the
urgent need for coordinated initiatives at the national and private levels to address challenges
related to quantum technologies. India’s substantial investments in this domain, particularly its
focus on integrating quantum capabilities into the military and defence sectors, pose significant
concerns for the regional security dynamics.’” The Indian Navy is expected to receive QKD and
QC-based technologies in the upcoming years. This would further bolster their power projection
in the skies and the Indian Ocean Region (IOR) and challenge Pakistan’s security. Also, many
experts believe that the next frontier for conflict could potentially involve the navies, as India is
rapidly modernizing their navy.*8

Pakistan is already investing in the field of Al and advancing in the field of quantum technologies.
As Field Marshal Asim Munir mentioned that the need for advancement in Al and QC is necessary
to maintain the strategic equilibrium in the region.*® Similarly, in 2025, the Central Development
Working Party (CDWP) approved the establishment of the National Center for Quantum
Computing (NCQC), with the project's total worth of Rs. 3.31 billion.** Moreover, the quantum
research groups have been established in NUST, PIEAS, and the Center for Physics for academic
research with the aim of providing simulation-based exercises.

The Centre of Excellence for Technology, Quantum and Artificial Intelligence Pakistan
(CETQAP), established in 2023, is pursuing the development of quantum technologies under
private ownership.*! The CETQAP effort is commendable and has developed the QQ1 (Quaid
Quantum 1), the first quantum computer in Pakistan, which offers remarkable computational
power up to 400 qubits, enough to solve complex algorithms.*? Furthermore, it involves 160,000
resonators to enhance accuracy, with superconducting circuits and trapped ion processors for stable
quantum operations. Currently, it is working on a Cryogenic Container, which is a cooling system
for quantum systems, also known as cryostats or dilution refrigerators. This prototype lowers the
quantum system's temperature up to milli-kelvin.** Similarly, in May 2025, CETQAP achieved
success by simulating a quantum radar capable of detecting missiles and unidentified objects

36 "Pakistan ranked among most unprotected countries in cyber world," A7y News, February 13,2019, accessed August
03, 2025, https://arynews.tv/pakistan-ranked-among-most/.

37 Zohaib Altaf and Nimrah Javed, "Pakistan’s Quantum Quest: Hurdles and Hopes," The Diplomat, June 27, 2024,
accessed August 2, 2025, https://thediplomat.com/2024/06/pakistans-quantum-quest-hurdles-and-hopes/.

3 Dr Zahir Kazmi, In Defence of Deterrence: Why India’s Operation Sindoor Marks a Dangerous Drift Toward
Compellence, (Islamabad: Center for International Strategic Studies, 2025).

3 "COAS Says Army Aware of Constitutional Limits," The Express Tribune, May 2, 2024, accessed August 1, 2025,
https://tribune.com.pk/story/2464862/coas-says-army-aware-of-constitutional-limits.

40 "CDWP Approves National Center for Quantum Computing in Major Development Push," TEC Spectrum, May 21,
2025, accessed August 04, 2025, https:/tecspectrum.com/happenings/cdwp-approves-national-center-quantum-
computing/?utm.

41"QQ1 - Quaid Quantum 1," The Centre of Excellence for Technology Quantum and AI, December 17,2024, accessed
August 04, 2025, https://www.thecetgap.com/qq1-quaid-quantum-1/.

4 Ibid.

4 Ibid.
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moving at unprecedented speeds with high accuracy. The simulation used the Sherbrooke IBM’s
quantum backend, which successfully tracked a missile with 98.7% under high noise conditions.**

While CETQAP represents an important technical milestone, its achievements remain largely
confined to laboratory-scale experimentation. To translate these successes into a broader national
capability, a coordinated partnership between the public sector, academia, think tanks, and
scientific communities is essential. Considerable effort is still required to counter India’s advances
in quantum technologies. Initial priorities should include the establishment of dedicated quantum
laboratories and data centers to support sustained experimentation and applied research.

Quantum research relies on fundamental principles such as superposition and entanglement, which
are highly sensitive to environmental noise.*> Even minimal interference can lead to decoherence,
particularly in photon-based systems, necessitating noise-free and highly controlled laboratory
environments. Moreover, many quantum platforms, especially superconducting qubits, require
cryogenic cooling at milli-kelvin temperatures, making the necessary infrastructure extremely
costly. Consequently, sustained investment and institutional commitment are critical for
participation in the emerging quantum race, particularly as India continues to advance and explore
potential applications such as quantum-enabled atomic clocks for future subsurface and strategic
detection capabilities.

Policy Options and Recommendations

The following are the options and recommendations that can be adopted to counter Indian
Quantum capabilities and advancements:

1. Public—private partnerships are essential to overcome logistical constraints, meet testing
and laboratory requirements through joint testbeds, and develop a coherent national
quantum roadmap. Academic institutions such as NUST and PIEAS, alongside centers like
NCQC and CETQAP, should collaborate to define Pakistan’s long-term quantum research
and development trajectory.

2. Establishing national-scale data centers is critical to support quantum-safe cryptography
and large-scale quantum simulations. These facilities should be capable of hosting
Hardware Security Modules (HSMs), Post-Quantum Cryptography (PQC) key servers, and
quantum computer simulators. Given their high computational and energy demands, such
infrastructure will require substantial and reliable power provision.

3. Adedicated power strategy is therefore crucial. Nuclear energy, as a stable baseload source,
could support energy-intensive quantum simulations and data centers while aligning with

4 Dr. Zuhair Ahmed, "Quantum Radar Breakthrough: Missile Detected in 47 Seconds with 98.7% Precision by Dr.
Zuhair Ahmed’s Team in Canada," The Centre of Excellence for Technology Quantum and AI, May 27,2025, accessed
August 10, 2025, https://www.thecetgap.com/quantum-radar-breakthrough-missile-detected-in-47-seconds-with-98-
7-precision-by-dr-zuhair-ahmeds-team-in-canada/.

4 Ibid.



https://www.thecetqap.com/quantum-radar-breakthrough-missile-detected-in-47-seconds-with-98-7-precision-by-dr-zuhair-ahmeds-team-in-canada/
https://www.thecetqap.com/quantum-radar-breakthrough-missile-detected-in-47-seconds-with-98-7-precision-by-dr-zuhair-ahmeds-team-in-canada/

green energy objectives, reducing carbon emissions, and ensuring long-term operational
sustainability.

4. Preventing brain drain remains one of Pakistan’s most pressing challenges. A significant
number of highly skilled students and professionals continue to seek opportunities abroad,
underscoring the need for targeted policies to retain talent, incentivize research, and
strengthen domestic scientific ecosystems.

5. As QC and QKD are expected to transform future warfare and traditional deterrence
concepts, these technologies should be prioritized. India’s DRDO and IITs are actively
developing quantum magnetometers and atomic clocks with dual-use applications. To
preserve strategic stability in South Asia, advancing indigenous quantum capabilities must
therefore remain a national priority.

Conclusion

Conclusively, quantum technologies are not yet operational; they are still in the testing phase. It is
too early to predict their tactical and strategic impact. However, once these quantum technologies
become operational, their capabilities will become visible and even disruptive. Much of the public
debate regarding quantum sensors and magnetometers could be based on hype, but the potential
of QC and communications remains real, as demonstrated in simulation exercises.

In South Asia, India is rapidly advancing in procuring quantum-based technologies, which will
eventually impact the regional security architecture. India could gain the battlespace dominance in
the future as warfare is much dependent on information superiority. Pakistan needs to take steps
to counter Indian military modernization through QC; otherwise, much of its national security can
be compromised in the future. Therefore, a roadmap is essential, one that involves public-private
partnerships, academic collaborations, and the establishment of big data centers powered by
sustainable nuclear energy. Quantum technologies will define the future of warfare; failure to keep
pace risks widening the technological gap in South Asia and could undermine the region’s national
security in an era dominated by information warfare.
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